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(57) Abstract: An information recording/reproducing device for executing a key distribution by a KRB distribution involving a 
tree-structure key distribution configuration. The device transmits, by using a key-structure key distribution configuration, a key 
such as a master key, a media key or a content key along with a key update block (KRB). The recording/reproducing device, after 
calculating and acquiring the key of a certain recording medium based on a reception KRB, encrypts the acquired key using .an 
encryption key specific to the device, for example, a leaf key, and stores it in a recording medium or memory of the device^ Therefore^ 
the recording/reproducing device can calculate a key by merely decoding the encrypting key one time when next using the recording 
medium or contents, and can reduce computational complexity such as KRB decoding required when the device accesses a recording 
medium or uses contents, thereby making efficient processing on the KRB receiving side. 
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5 3 2 9) LTl^„ dfttt, MM H£££^ LX, 3>r>^r-^ils 

ife*-5i;D^ (krb) %m^xnt>tis mms-YZ—x^yryy 

±a©«k5a«#»«H4*«€iid*a)«-il (U-7) fcEBUfc*tf<DL*» 
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iz s krb^t/wx+- septals u □ >5*>y*— ©«■ 

(KRB) ^S^<Ht^*-X{i^-t^r-©^ai«lS^#llStx ®«fH*C 
(KRB) ^S^<Bf^b^~X««-^^r-©#£H^ig^#|lI&bs fiftBB'C&S 

3 > t- > y * . ^ o iBfiis^sg t: mmom^m&m^x m*tt> lxbml 
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5. . 
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&®g*zmmmmmmit u-7 t Ltzmmy u -w%titmmtz>&;- fcb 
mzhtzm&iziz, imm&xtemmmmmmmwftoimmmizfemzhtzm 

mmmmmmz&tiztix^zy- h*— x» ';-7*-© 
*fcs *&w\± s &&®m-&%mmmmmm*v-7tLtzmmyv-mM* 
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-Sfflv^Tm^$n§x-^^^syt4fc^.©i^SlJti#^w#^tTMIBmm. 

ztonmm&W:% v ~7 1 Lttmmyv- 

-^^-^^ Lt^^ti^^r-^D y #<DW.^mm%mif lx, m^hzn 
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< tb^ThfrZft^xm^mtzir-femT-* tvxn&ztizz—yv * 

^%hzu^m*'-(DWiiimm%mfti-z>ZTy yt, n&htz'^m*-*, 
m^Riz—vmmmmt ^xamft&^tttfomixffinmmmmtoo&mmw, 

$e>{3, ^sgmm, w.WL(Dm-&%mmmmmw* v—y t u feres y v—mm. 

© 7D ^ tiMB*Qi3gg£ft£$ ^ %> J —Y Xfct U -7 ©'J> 

y z ®m^mm%nfit z> y^ v y ts ^mt^titz^-^^m^mm-r^mz. 

bh%w.^m*-<Dnmm*nfit zy^ v yt, wmistzm^m**-*:, 
w.^^^-^^^xu^^ti^^-^^mmt^tz^om^mmtMj^n^xm 
mmmmmft®tmmmzfe®tz>yTyyt%mmt%o 

t u m^b^nfex-^ fc^st- zmmmmmuKiis^xnfiZftz^ 

rtoiBig^^t^^nfcT-^i/^^^atf^xy yt, Egmtzntzy"--*? 
om^mm izm^znz u^^-^m $tix^z>fr : gfr%&tmtz y^xx... 
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#tfctH s o ki§-&£&, fflMRftHe£B£ft#$ nt v> a y - h 

#«»*n^*©#H (U-7) fcffiBbfc*$0«MB«;&8e&mv §S^&# 

^ t < (iTimni^^^ btx =i >^ > y ©aa»i&#^<z>fflS:g u < ribs 

(KRB) fc£fc££mU f3iS4Ig^lKRBHSo^, $>-SIBM* 

lasn &&b mmmmz T^t^t^igc^t^^KRB awa&sofi-jit 

f>^-^-I|/n^ (KRB) kfc*fc3&fiU.IB«B£«E*#S© 

k r b cs^ § n > ^ > v *-*m.n Ltz& k x mm n >^ > y £ ^ ©ta^ 
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&4s* *mM<D7n>f7&m&Mmt, mints mtftruyyk-^-vzn 

^o.-^pT^^B^l?^^i,^#:T-$ > ^o CD^FD, M0&£©13 

xmrnottLommt mwi®ft%®m*mz> ^t^-e^-sot^-s. 
#»w© <*&£*&© bask TO^^j^ji, '&M?z*mw<Dmmm j $>mtttz 

®S#fcffi/H;*ft3*-.M$r:7ny* (KRB) <DW%7jktW?$>%<, 
.B6fci\ flt»SSH^gt^»-5^7*-f T4r-©*-M«f5 r Dy^ (KR 
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? (krb) zmmLfcmftmtm^mm, ^-Mwj^^tit-^^,. 

* (KRB) £® Mb £32^^-^131, ^*SHl7D- (#11) 

^ (krb) zmmvtzmifimtw.^mm, ^-mmmmyu- (#52) 

^ (KRB) £®fflbfcIB^0d^m-WIs *-&IWI:7D-£^1-ET*&3„ 
i^D^ (KRB) ^^fflLfe@B«y^m^3ls 

<a> o 

. i.- 1-.. sy. -"fife* 

El 9AMil 9B(t ^WOfilffiSBfiS^ISiBti^^n^^^y^- 
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m(om<DmifuzmH2tiz*-w%f7uy? (krb) <Dm^tmx^>^o 

rb) ^tcm^mhm^mmm^m-rm^^^o 

(krb) ^m^^tzm^mtm^mm, ^-^mmmm^tmn^^o ■ 

(KRB) *fl!fflUfe3>x>y«^«ia! N +-fe»Ii7D- (#11) £ 
(KRB) ^MMbfe=r>^>^iB«5|J:dr-^$a5|7D-^^t-IllT- 

(KRB) *ffifflUfc3>x>5/«^«l^ +-Wi«^t@t$5 0 
(KRB) ££fflLfcffi:frflfc&#4BLg N ^lttl7D-^t|t$ 

So 

S27AMi27Bit *^©t»^iB^s^^g^43» tmmm 
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83S?f£gft 1 0 0« N AH!* I /F( Interface) 1 2 0, MPEG 
(Moving Picture Experts Group)n— y^yp 1 3 0, A/D, D/Aj>;^-^ 
1 4 1 ZmZtzAmtl I /F( Interface) 1 4 (K Bf^^LS^ 1 5 oj ROM 
(Read Only Memory) 1 6 (K CPU(Central Processing Unit) 17 0s * ^ >J 
18 0, IB^J&ft 1 9 5©I3^#:^ yfyzL-z (I/F) 190^tU C 

Am^i/F 1 2 oti, M^^^^^ti^a^v 7-n^^A^©#a 

n>f>^Mt§T^f^^ms§iu a* 1 l OJtfcfflafSfci:* 
£> 1 1 OlOr-f i^^^^SiU fl^fcttJ^f-So MPEG3-T 
^1.3 Ottx A* 1 1 0^ltii|&$^MPEG«^^cr-^^ 
MPEGrn-h'U Affl;*jl/F 1 4 0 fctfi;^ § h t % fc, AiU^j I/F 1 
4 O^&tt^^tl^^^f ^^;i/if^MPEGx>3- h* 1 1 0±£& 

1Jt%>* Aiti# I/F HOti, A/D, D/A3>;t-^ 1 4 1 £[*JjibT^ 
^« AtB^Jl/F 1 4 0(i, ^^flt^ftazJ^Vy^LT^T^D^fi 

^^iU A/D, D/An >7J?-^7 1 4 1 A/D(Analog DigitaD^mt 
ZZtX, zrjV*)l>m^tLX, MPEGn-r'^13 0 \Zftt>? % 1 1 
C N MPEGn-T^13Oipf)0T>f^^;Hf^ A/D, D/AnW\* 
1 4 1 T*D/A(Digital Analog)^^1"§ C tX, T+u Vm^hhX, ft 

m^mm^m 15.0B, lf^OLSI (Large Scale Integrated 

Circuit)fli$£tU A* 1 1 0 ^LTi|^Ji5D>T>yi: Lt©T-f 

#;n&^£nt^bu x«^u 1 i o±izai^-r-5«&^o 0 

Bt^M^lgl 5 0lilf«)»7LS I £Bi £>f\ ^i0V7 Kx7Xtt^F 

$ t3 j: h mm^m t b x ®Mf$, k o x te&mx m m t % „ 

romi 6oii x wxft mmn^mmztizm^o, $>z>^&mm<Dmmn 
&mm<D?)\'--7zt\zm^<D : frt'[z*-x&z>v-7*~-ts mwtmmn 
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tX, MPEGa-r'^13 0 ^m^MM^m 1 5 O^ZMMtZo ^^Ul 
8 0li, M(t ^if^t'JT*, CPU1 7 0^t^7D^7A^ C 
PU 1 7 O0lMU:<&gfc7 s -*£Btt*-*,, aB»«E#-f>^7x-^ 19 011, 

9 s^e,^* ytfrT-f&mfrmh (s^u) x 1 1 o±{ctB^ji- 

3 i: /ui l 0^lti|&$jv5T'f^^;i/f-^^ B&&fti 9 

5 ic:#|&l;*£BS$#£. rD^7A^ROM160tC, f;^^^-^ 

i 8 ojz$mtzmf&tLx<b&^o 

^ v y . . 7d;W ^ (ISP : Internet Service Provider) (DV—n 

BfiUflU 9 5 H\ «*tt x DVD, CD^O^rr.-r*^ MUr-fXf, • 

^J&{*19 5'fcBS*"*»-&'fc:i3^ , t» N 0 2 A©7 D-^-v- h JC L&#o 

y) WZlts IEEE (Institute of Electrical and Electronics Engineers)l 

OlfC&^T, AJtiAI/F12blt ^«&^tl-S7 ? Y^^;i/r7>7 i >y^§« 
U 1 l OS^Lt, Wf^S^Sl 5 OfcflH**-*. 

x > y fcft £ Bt^^b^a £Hfr I, ^ ©^mtf & ft 5 Bt^-fb □ > V * , • >^ 
* 1 1 Ofctf-bT, B«£#I/F 1 9 OCiK^t^o H£^b □ > > y fcfc V ,JB_ 
««#I/F.l 9 O^UtlBSI^l 9 5&B& (S 2 0 3) BSM 

* 
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*^WailBATf»*V--i!(cj*^*^*f 5ttfc<k-3-tx 5 CDTCP(Five Co 
mpany Digital Transmission Content Protection) (J^Tn DTCPfc^ 

il©DTCPfc««|t:att3<9*-^»gfl|K*V^Ttt,- 5 s - * g«{&!l(Z>Affl# 
I/F120&, ^rv7S2 0 1t\ IEEE1394i/U T;i//\**£^LTBt^fbii 

DTCPti^r-f S^lo^Vyoifc^flsfcts 1$ IB g'fbf U 

IEEE1394^UT;W\*X±£fc3i£tK SMfflTftt^ H0-^ 
DTCPtJ;^ iE5t(c« N *-©#J$iiii: s =r 4 Vffrn >x > y 

fl£x ^>lit) N ^©B£^b3>^>y fc^ft^?^©^ ^ >^ftlbt 
So -fibs iictii, m-%<b?>T>yiz, *<D'&^*ft 5rzti><D*>-ifi<g£ti 

%©i:-rSo fcfc, DTCPCgfeltt, DTLA (Digital Transmission Licensi 
ng Administrator)** £>-f >7**^> a a*- y 3 >( Informational Versio 
n)^HT*<fe^#^WtiT*$>So " 
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^y^yv {Ti-uv-Dy^yy) # x x&t> 1 /f 1 4 0 \z&®znz> x 

tfiTJ I/F 1 4 Ofciu ^fy7S221 fcSWCx ^®7j-U <?zi V 
its ^fs;7S 2 2 2 l;i^ filtSA/D, D/A =» >A-* 1 4 1 T* A 

zw? << V$ )vziy^yy\z s MPEG3-rs>^ 1 3 0CM$^ 

WT\ Xfy7S 2 2 4, S 2 2 5 t^^ts H2 A©Xr -y7S 2 0 2, S 

2 o 3 iz&ttzmmhmmommififttitiZo t-&t>t>s HfM#si5oc 
1 9 5ciajab-Tx mmmmzmrtZo 

&Z>WZTi-u7u>T>yt LZmtilrzmmiz-D^Tm 3 AOT3 

tt®3 A©7P-^^- hfcUfc^ofe^MSi: UTUff^tl-So IP*.. *"f 
«#J£ N 7r>i/7S3 0 1(cfelvt, »SJt#I/F 1 9 OfcioTx IBftftft 

mm^mi 5 oizmiizti&o 
m^mm^mi 5 ^r?7S 3 0 2 i^ut, mmm&i/F i 9 0 

*£tt*&£ftaie^b3>^>y#«^3£iis m^r-twxi 10^ 

LT\ AftTJl/F 1 2 0tft|&$ft5 o 7f^7S 3 0 3 fcfcV^Tx XfcHTJ I 

AtHTJ I/F 1 2 0fi s ^r^7S3 0 3^ IEEE1394^> U 7 MX % 
^LtT-f^^;^>f>'^ffl*t5i^:{t D T CP (Dm^izmmLXs 

y^-y v^.^m^i bt^tSo 
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m%s Xfy7S32 1, S322 ^3^5V^T^ i3ACDXf «;7S 3 0 1, S 

I 5 0lZ&\,\xmt>htz'ig.^£ntzy : 4 i?f)lzi>9>y\ts A* 1 1 0£^b 

1 3 0-e(is ^ry7S 3 2 3 £:fe^T> 9 4 V 9 
fVy^MPEGr^-F, -T&fc ^#R^3ffl^HfT$ *u AfH^I/Fl 4 0 
W^tlSo AfctJTj I/F 1 4 0H\ S/7S 3 2 4£;fe^Ts MP EG 3 
-xy* 1 3 O^MPEGxn- K^nfe^i' >^>,«.y£., ^lt§A 

/D, D/Ai3>/\*-# 1 4 1 fD/A^itt, 7tD^3>f>>nt2.o 
^UTv 7t^7S 3 2 5 M^, AiH^I/Fl 4 0 B\ €©7tD^yf 

miiz7jkLtztmn£mm#s 9-t>%tmmmzmMs mv<mm 

Aiz#\,\x&mx, umor^j ziz&^x&miz&m$tiz > *---x& tu ^;\- 

\zmM®*~xiib*)s mm%fo®mm.mztmmmzum.isft,z>o m®m\z\z± 
xmmi&frmizgt£2>*-x&%zbifiM£ uv^ N mmm^ommnmom 

iz m £ ffl v> 3 £ i: $ x £ § 0 
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y U-fc*W-« N hts«**c<z>^- KfciSDST&ftfc 

^tKoo o o~ki i i 5 t^n^ensiD^T^ti^y 

ftfc*- : KR~K 1 1. 1 \**-£tZ>o 

B4Cwt»;ij-fiss:^t x «i«f;W^Ott'j-7*rKO o o o 

: KO 0 (K KO (K KO, KR^IftSo r7t^5ttK0 1 0 
KOKKO, KRttm^tZo X 1 5tt, K 1 1 1 K 

Kill, K 1 1, K Is KRS0ftt§, 04©y 'J-fclir^^* 

0-1 5©1 6ffl©#ffi«<*;fl N V V-m.M$>4&ffi&(Dl%m®£titc2cl5*tfo 

Sdfc^S^ftSo :©<t^is§T^x, ^&3T7"y >r—>3 

£J£®4©j£SgT-BA,£SI53\ tW^r^xO, 1,2, 3£E-<DiB«£ 
j&i^T«HA/£3&3\ nfc^H^O, 1,2, 3 £ 1 o©^;i/-7°£ it- 
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S4o©f/HX0, 1,2, 3(iy-K^r-i:LTftii©^~K0 0^ K0, 
KR^tn, £ 0 >>-K fcfijjg tactic J; tK fl|&«#Sl<D 

T^^-^r-^^W^O, 1, 2, 3®frlZ&$iTZZ£&!iimtte2>o WtL 
fcJU ^MtC^I-.S^-K^r-KO 0 §ft*7^^-^i:LTl^t ft«, if 
fcfc«&f**&fx"f *Cfc&<7W;*0 , 1,2, 3 vx*-* 
-©^^nltl^a&^o ££x 3tf£ftv**-*-Kmaster£y- h**-K 0 0 
T'Dt^bbfeffiE n c (K0 0, Kmaster) £ N ^ y h <7-£ § \\\& 

mmmmz^rnvx^^^^o , 1,2, 3^ia^i-n«> r/wxo, 1,2, 

3©## N ^tl^tlCDx^-?^ ^IC^VNT^^^-^ft^y- h*^r-K 0 0 £JSV>T 
Hf-^Enc (K0 0, Kmaster) : Kmaster£f#3 c £ & 

ojmtta^o ^c4b\ Enc (Ka, Kb) &K b £ K a J; oTBt^b Lfctr- 

&3l$j&t Kl^Ts x^W X 3 ©m^1"^H :K0011,K001, 
K0 0,KO,KR#*»f (/vy*-) J: t) #'«f £ftTMM bfed h tffgji U 
tzM^s ^*U«> ^rA (r/W^O, 1,2, 3©^Ol/-:7) T*^g«£ 
ti^-* £^££&i;: N r/ti7 3 £^;*5 1 A;fc£«J!)iH-r i &g;&s&<5o ^© 
fc&fctt, ;-^-:K001,K0 0,KO,KR*ftimfeftIK (t ) 
001, K (t) 00, K (t) 0,K (t) RKJMPfU r/H^O, 1, 2\Z* 

CiT\ K (t) aaateu iKaaaOttf^ 
(Generation) : t ©Mir*— T*& § £ £ %7Ft<, 
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M%t7uy>7 (KRB : Key Renewal Block) tmttlZ 7n y $ =r~- $ \z £ 

M5 A\Z7jk?*-mffi7v *>>? (KRB) lcfc|\ J - K ^-©Mif©^^^^ 
5 A£t>'0 5 B©Wi, 0 4t^-r^U-^5i^©^>'WXO, 1, 2^43V>Ts 

tLXK (t) 00s K (t) 0, K (t) RMgtfe?), r/H * 2 tJ N M 
fr^-F^r-^brtK ( t ) 00 K K (t) 0.0, K (t) 0 v K (t) R# 

12 5 A©KRB^^$n§<fca.lCKRBtC{i^^CDBt^<b^r-^^ttl^o ft 
T&©fl£^b*-(;i:, Enc (KO 0 1 0, K (t) 0 0 1) X&Z* Cftfitr 
SU Z 2©&oiJ-7*-K0 0 1 0 £<fcoTBg^b£tl*:M§r^~ K*-K 

(t) OOlt*!), r^7 2tt, g#©^oy-7^-t;j;-pTC©^^fb 
*-£«^U K (t) 0 0 1 £f#3£*:#T-£3o m^lz&bmtcK ■. 

(t) 0 0 1 £fflV^T, 0 5 A©TA>£ 2J£@©H£^ft*-Enc (K (t) 0 

oi, k (t) oo) zu^-mmttt\)s wm;-v*-K (t) oo^tts^ 

tifiXZZo filTI*, 05 A©±fr£> 2^gOBt-§-fb^-E nc (K (t) 0 
0, K (t) 0) &«-^U SfTy-K^r-K (t) 0, 05AO±ipf,lg@ 
©Bt^b*-Enc (K (t) 0, K (t) R) £«LK (t) RZUZo - 

:rrW*0., 1B\ y-Kdr-KO 0 0«M^ir3ft^K:^l;ti,T:fcS» Ts 
Hif^-h*^-i:tT^M^©{i N K (t) 00, K (t) 0, K (t) RT*& 

tVW*0, Ki, 05 A©±fr£> 3Jg@©Bt^b*-Enc (K 0 0 0 , 
K (t) 0 0) £«^fUK (t ) 00, £&f#U ttT, I5A©±i^ 2^g 
O^ft^-Enc (K (t) 0 0, K (t) 0) £*JC^U H8r^-h'*--K 
(t) 0, 05 k<D±frt> lJ£S©fl^fb*-Enc (K (t) 0, K (t) 
R) §tf UK (t) R£?#3„ COcfcd^LT, r/UXO, 1, 2 ttMILk,, 
fc^K (t) 3££:«§.5o 05 l A0-f>r^Xli, 31^*- 
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miizmtv y-«tji©±tte©y- k*- : k (t) o,k (t) r©h$t# 

^gTffctK K*-K 0 0©*<Z)M«f«ia* I ^STf*5»-&K:ttx H5B© 
*~Wm7ny# (KRB : Key Renewal Block) £/8^3 Z tX, Mr^-I** 
-K (t) 0 1, 2Ci2$t§C^t§§, 

^oI^Hts llI4«^T*^1-^;i/-7 , |*I©7 ; ^W^0 , 1, 2, 3#& 
*IB»&ft£fflv>T:feDx frfc&ftSI© (t) master#iftgT-& 
§^1-§o £©££> tW^O, 1, 2, 3©^®0y-H^r~K 0 0 &H*r 
UfcK (t) 0 0&ffi^Tfffcfe#»©j|*r^>**-*- : K (t) master tBg. 
-^•YbLfc^-^Enc (K (t) , K (t) master) %m 5 B IZtf? K R B t £ 

bizmmtZo z®m*[i\z& Dx t^w;*4&£\ ^©ffe©£Oi/-.:r©$s#gi;::fe 

-ftzfc>%, f/H^O, 1, 2, 3|iKRB^®HTifeK (t) OOlffl 
^X±mv%m:*W.^thl£s t Bf£T*©v;**-*-:K ( t ) master-^ ^ ^ 
T*-:K (t ) media'&tf ^Ci:^prfg{3^^ 0 

0 6 iz, *&m\®%(Dwmmmx*ibz>®m2 000-10532 sxmmv 

Tztm&X-OtTjT*^ K (t) medial 6 fll3I0!|£;UTx K (t) OOSffl 
^#ffc&#i®©^:r>rT*-K (t) media£B^bL£:r-*Enc (K 
(t) 0 0, K (t) media) tm 5 B IZtpT K R B t bt§f b 

1, 2, 3<D4-D®$kW#^£tiZ>ht%o @6lt f^X3#iJ#-^|i 

a&iCifcgft^rr mmmmzfemZtlX^ZKRB (Key Renewal Bl 
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zzfrt>*<D)i~ h %i:(D&y- h* oo i,oo,o,R©y-^- (^en-ea-u 

K00 1,K00,K0,KR) #g£fcte«<*ftTV>.&. 5 f ;W^2tt x El 6 CD IB 
&S£#£&lft£*lT^SKRB©5t>> r/T^7 (index) #0 0 10©B§-5§- 

:££g#cDj$o k o o i o-eat uty-H ooio;-^-k 

(t) OOlfcfflfU &fc*ft*:#^T--f (index) #0 0 1©H|H§ 

^C^If bt^-N 0©^- H*-K (t) _0 OfcftHU MtfftSfl^ 
ti|^IIfLt^^7^-K (t) .media* C©» 

tmn$LmB7 0 0{ig#©±$bfcKRB£SoXI?&M£<fcoT^5^ 

ihUCr^^ID (Disc ID) ^£!3^£;fc/t^3fr£9fr£&S'f 3o 

f^^ID (Disc ID) fcttfflU ffiS^ftT^&ttftfcf, 

fammSLmtDfiVkXTj I D (Disc ID) 170 1££s£U xfX^cgfltl 
•T^o ra^ID (Disc ID) fi^©?^ * ^ £t>£o&tW£<fc U-H 

IB«lf£S7 0 0&, #£^5** 7*- 7 0 l hr-fX^IDSffl^t^ 5 s * 
(Disc Unique Key) te^mtZo r>fX^M+- (Disc Unique 
Key) O^llfj^i^tLt^ ^ 8 fc^f* 5 £s 7*D y £-ff*NjR£ffi 
^feA-rVaS^^^^T^r-^T^i'ID (Disc ID) bT&fctlfc 
I£*&JB^£0S 1 ©£&-S\ FIPS (Federal Information Processing. Standards 
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Publications) 180-lT-^#>£ftTl^;\ y i/^^i(S H A- 1 fc % ^^^7^ 
-^^^ID (Disc ID) t®\Zv Y&m\Z£*)&m$tiZT-#*X1]L, 
^©160 h©m^j^e.^S^x-^g©^^7 s ^^^®^^- (Disc Uni 
que Key) t b X mm T h W 2 © £&#jgffl f S § . 

i3^r^©@^H-r-feS^'T f^*- (Title Key) (V^AI^gtl 5 
0 (HIM!) tm7>nc, «L<ttfc&j{pbi6£&.&n&0SiUi&& 

^T^^Bt^r- (Disc Unique Key), £ # t^l/*- (Title Key) £ N 
^^ID, (Disc Unique Key) bf-f Ml/*- 

(Title Key) £ N * V> ? ft ^ b 

(Title Unique Key) 3„ 
£©*>f Wl/@*r*- (Title Unique Key) £j«©H{M5fc3&rttli N B9C^ 
tctats ^Dy^lt^HjRtffl^&^y^aHftfc^^ h;^- (Title Key) 
^x-f X^M*- (Disc Unique Key) f;W^ID (S£«»fBI8fc'Lfc 

ftfc*Sm&JB^S0!l l©#«c-S\ FIPS lSO-lT^&^ftTV^Ny^J-WifcSH 
A-UC, ^x^ir-ir^^ID (Disc ID) tr/H^ID (S41§§0J 

* hJtjgCk D^/^ft-S^-^A^ U ^-© 1 6 0 tf y h ©tB^7* £ ift^ft 
^-^©^fc^W h^H**- (Title Unique Key) t Lrmmt %m 2 ©# 

-^*»JIS^nfc^©^«l^fc*^ > r©^ii^qilli:1-5ci:&sift-rSo 

±t3©tBB,&T-& N ^T^^-Jir^^ID (Disc ID) > £> 7= *f * ^ 
(Disc Unique Key) ££/&U Z-titZJ h;v*- (Title Key) £5* 
/WXID, <fi^-f h;i/^- (Title Key) fc5^W * ^ h 
(Title Unique Key) *Ztl?tl&J&t 3 «fc 5 fc LTV> 3 # x r-fX 
^@W^r- (Disc Unique Key) fc^SSfc LT^ TZ—brj I D (Dis 
c ID) tmh)),*- (Title Key) t, T;W^IDgb<jif;W^M^- 
i^li^-f (Title Unique Key) <fc <U 



* 
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Hl/3r- (Title Key) fcE^-ffcx ^r^7 + - (Master Key) i:r^^ID 
(Disc ID) ts r/W^IDSb<iir/U7@^-i!P^'f hl/@t+- 
(Title Unique Key) fflSCi^lt^J;^. • 

-K (Block Seed) 5fcfc£)£bfc# (Title Unique Key) £ 
f©7D y?(D : r-#%\%mbtZ>m-?&%7'ri y (Block Key) # 

^D^^^r- (Block Key) ©4^0<f|^il OC^t, E110T*f±s V>"f 
3 2 bTy r©:/D y Y (Block Seed) £ s .6 4 \Z y K©# << 

(Title Unique Key) 6 4 y h © y ? (Block Key) 

±g{;^-T^I 1 «\ 1164 t«; K Adi^^^n^n6 4 My h©0£-5f|§$J 

h;v@£*- (Title Unique Key) &d©Bt-tM$t©$li: 
U 7D y K (Block Seed) t 3 2 h©£$t (n>x*> h) 

bfctt*X*t.TB&-%ftbfe|g**^ny^^- (Block Key) fcbT^S. 
0»J2tt. FIPS 180-l£D^^^i||jRSHA-lSMv\fe«^jfe-s o Hl/H^*.- 
(Title Unique Key) i:7Dy^ $/— h* (Block Seed) %MH£Ltzm% S H A- 
1 fcAAU ^©160 r©tb:fr£ N flJ*KTffi6 4 bTy p©^&ffl 
£V 6 4 tf y H3j6gi® b£ *>©£:/ D * (Block Key) £bT^3o 

±8B-Ctt5 s : <f (Disc Unique key) , p;i>@^*- (T 

itle Unique Key) N :7ny£*- (Block Key) %>m*.WR b 

T^^il+- (Disc Unique Key) >i$4 (Tit 
le Unique Key) <D&f&%mftT Z> ttQ < N 7D-^r JiWf-f T^tr-f 
^^ID (Disc ID) h;i/^r- (Title Key) ^a>y^i/-|< (Block Se 

ed) r;W^ID, =g b < fi^W *©3§ 3r-£#^T :/n y ^ (Bloc 
k Key) ^U^J;^, 

•7u v #*-jfi£&ZtiZt, ^^nfe7Ds/^^r- (Block Key) fcJffjtfX 
7D^^§Hfftt2.. B7©TSfc**"r«fc5fc* 7d^^F (Bloc 
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kSeed) £-^tf 7 n *> V x-* OftlCiHm^^f h ($I;U£m= 8 h) 
(-fel/^* 1 6 0 8) £ftTHf-^fb*fi^ii-?\ m+ 1 ?U ha*&g»5* 

£*l3DES (Data Encryption Standard) §fflO^Ci:tf^g^„ 

wMst^Tte, ® 7-0 1 0 ^m^xmrnLrz^itR^mmmmtm 

±m<D&oiz, ?>Tyy7-#mznmmz)$T5mMm®^<bmms r 
mmmfcfr z om&m(DiM.^mmizt$\,\xiz, KRBnsoH\t^fY7^- 

Rnu^mmizm^%*-*$Lmt%mm%mmLtz&, ^r^7^tw<, 
^-^©©^b^as, stfm^atm^^-^bTiijs-r-s^fc *imx$> 
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•S o 

t&%mnnz> 0 zoKRBmm^mt zmnmmz. m&Ltz&o\z, v-y 

nmn^mmommmm, mntzmmmsLmmzm*) %x t>ntcv -ym^ 
btbizmm-tzMf&t bfco m 1 2©^^^^ krb ©mi 

fftfe^-r-f T'^r-K ( t ) medial g#©^fT^ 'J-7^-K00 10 ^Bf-tfb 

\Z7?*.X?Z>ni\Z\^ t>^b^KRB£^T:*g©if|§^*Tfc&<T4K ^ 
5 s >f 7 * - J£$f 5 1 — fc £ ft T V \ 3 fire & * g # © swu t- -r -5 c £ 

fe«9ft^r^7^tt % r/W X 2 fc@£© U J: 

^&<5©-e N f&©^/wxf;:fa^ft£^;iuTs£K mmh*?* t*~-%w.-% 
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xxy:rs 1 3 o i iz#^Xs tmn&mmztmmmztmztiT^z*? 
4 Tz—femT-yjizmfriiito si 3 0 2t> ^T^^if-^o 

f&t>%s Sft ftfeMVtz? % 0 4)L^©x--## 
&B-*ltt S 1 3 0 3teJt3K &ftl£S 1 3 0 9 KJitf. 

S 1 3 0 3*CfcJ\ & N K R B (Key Renewal Bloc 

k) $^^ttSto ^ry7S 1 3 0 4ti5l,>t, IB^H^^Mfi, ^f«7Sl'3 

;W*2 1 43 -S K 0 0 10) &?>V- h**- (0 4©xAM^2.tCi5^SK 0 
0 1,K00...) : 1Sft (Generation) (B7C*»*t) 

©KRB££(j-37- F 0 O0IK (t) OO&tf^f^o 

^r5/7S 1 3 0 5ts IBiTOfcfr £ E n c (K (t) 0 0 , K (t) medial 
=Tfcfc"^ K (t ) 0 0 Zm^XtTjTZ—K (t ) iedia*lt^fl3bfett*« 

* U^fi/7S 1 3 0 6 t*5VNTs £©Hg-^;$C£K (t) 0 0 fc/B^Tm^ 
LTK ( t) iedia*Smfr«o C©£ a K LTtf-^i 5 s -f 7*-& N ^g-ogB 

T^y^S 1 3 0 7t?i£. ||0WoiJ-7^ (®4©^WX 
2^»«K0 0 10) ^Ht^r^7M (t ) Bedia&lf-^b?- 5 o 
*xy:7S 1 3 0 8fc:fc^T, S 1 3 0 7tMbfcef^ 3£<Z>ft3ltt 
y-7^r-©« (U-7#^) 0 0 1 5**7* 

7"/Vl:io^ofci^l:a x S 1 3 0 9l3ii^s iB^f§£^gfci:IS&&ftfr*>* 

©Bt-^^c^gi^jii-ro 

s l 3 l 0££v\t> @#® i)-7*-£fflv>T^©fl£^:fc£m-tT-5C£fc: 
<fc?K ^©fBti&tt©*^ Zh*Z® mut&fc^ © 7 - * © IB 
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fcfcs ±B(DMmiz]8^X, 7S 1 3 0 7#T£S 1 3 0 8<DMmi*. 13 

W©^r^7^r-1Sir-7/W; N *rfcfc-ifi<D>f V^y** (index) fcift 

m 1 4 S13017JSS1306SVS1307 75MS1310tt. 

*#SioTlf>*l«>. 7f 2/7S 1 3 0 7 IzMfrs S 1 3 0 8 Iz&WX^JcZt 

-7)i\zmm-rz>&, ^^-xisiot^^ims, si307Msi308 

l o oo^u is ot, ge&atftri:©*:^ T*>-*%MtZo 
mum&mwi o o©^yj 8 o iz^mmm^mht^^^ ^ t ^--^m 

^com^^n^o^^^T^^mt^m^^%^Ltzm^tLx\^o 

±m®nw,Mtmm®mmz&^Xs *mmmz#&z>imntkmm&, $m 
mmz??*x-r%ffi s wzmmm&mmn£.<&m\zmm2titz 

^%KRB]&Zf*7j7*-(Dmim^X$>Z>ntt (Generation) (H 1 5©#l 

t) sig^aj-r. 

S 1 6 0 2'fc:fcHT* flBS?f££fttt g LTVn * ^ -f 

tt^-yOl/fct fcv^lttft (Generation) £fSo*x>r 7*-#&lf$ $ 3 

^^^^st^, «nft$nTv>«:»n«s 1 6 0 3 ti^ tgHWsn-t^n 
Usui o \zmtSo 

S1603 73SS160 6®M£ N ZMtlEil 3©S1303#MS13 
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SI 6 0 7te:fcV^ I3li4?£$§t§& g #©B3li^|£© * x ^ T^-^x- 
S 1 6 0 8 Mit^K &frtifc£S 1 6 0 8SWS-1 6 0 9 cDfll3£^ 

S 1 6 0 8tlt @130S13O7fciiC, g^© U-7*-£fl!^*0< 
5*>f f^rrlUffttSo SI 6 0 9 t\ ±131©^**, BHIffffi : ffift (Gene 
ration) t b * 5 s -f T^F— ftjfty-^I/fcftiif So 

*:ry7S 1 6 0 2 t^T, fitft (Generation) C^LfefW^-f 
7^-Mr-7;i/f^*of;|^};}t S 1 6 1 OlzMfr, IB»?££&Btt 

1 3©S 1 3 1 0 fcB«fc N g#© y — 7*-£fl§^ > T ^©Bf-f ^fc^^-ac 

± 13 © mmm & ^Xit, -f 7*-fe*r-7M:^r ^ 7*-S 
«ttf*ISfc\ §£0y-7*-£^T©^ibrsJ;5fc:L-o>3#. 
ptx^f T^-t&^x-> r ;i/©p 1 3^As^g|5{c:@M-rschA s ^<, ££&H3^#fr 
A5S-&fc:f± x ^TL^^^hlt^WXitta^o Ttahhs ®17©£d£ x K 
RBoa^Ifciorffefta^r^^-K (t) media* ^©tSs Bt-t-fh 

^>r>^^fcbT©fft (Generation) tcftJfc^Tfett-r Sflljsgfc 
UT*<fc^. £©!§£&, p(^^T^-K (t) ■edia&WK&ffi m 

88S?f££ g© m # iz n fc •£ 3 ck 9 (3 1 3 Z. t $ WitTZ 3 o 

fc&N ±7&(DmT-lZs KRBMm\zM~3\,\xmntZ*—%>l7 : J 7*—t t 
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fcJSffl t % Z t $ $ % 5 ^ rIbIT- & § •, 

25 -S o 

^^UTiB^^ti^Bt-^fb^tifcnVxV^^^^-rSfc^^^lT-fe^o Ell 8 

ffcfcfcHl 8C^t* (3>U-) «£©#£( U -.7 : leaf)#^ti^ft©f33§ 

V V-iz&ttZ, g#© i;-7^f ) ;i / - HcM&l;'-?©;- KCttD 
H U-F*-) 2iV#U-7(0U-7*-&e^K:fett-rSo ill 8oiT^ 
H^-TK 0 0 0 0~K 1 1 1 1 ##x;W7 0~ 1 5K^tL*tl|flD iMrt^tlfc 
U-7*-T!&!), I±g0KR*^ ^T®fr£ 2#i©fi CE* 

mi 8UZ*ki~yy-ffii&lz#\,\X, WfUfrsU Z 0 iZV -7 0 0 0 0 

fc, ;-^-:KOO0> K0 0, K0 N KR£ffi£1-£o r;H75ttK0 
101, K0 1 0, KOI, KO, KRMt^c r^O 1 5 Kill 
1, Kill, K 1 1, K 1, KR£ffi£*f3„ ® 1 8©y U-HlirM 

-r^ *s o-i 5© 1 6m®mm%ti, y v -m^b 4&mi&(Di%m®bntz£i ' 

CD, MDs ^^U^r-f^ (ffitt) ****** rCL. 
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»$fc8f«W*e tc 3 > t- > y ft&oi&T 9 - * * tt b Rf^-ft b T Hi* -T S t o 
>W*0, 1,..2, 3 ^ 1 oo^-7ii IT-ffi It r.-^ ^ Mt5 W 

il«.4o©^70, 1, 2, 3li;-^-i:btftI©^-K0 0, K0 X 

f%^ih^>^r>y*-%7su zo , 1,2, 3©^{z^-r^^i:^qjfg^^ 

ftl«s tffe&i^ffrfci^T'rsciifc^w^o, 1, 2, 3©##&«© 
^ >^>y *-©!££# nT#gT-& 3 <, Sfes «fftft3>r>y*- Kcontent^y 
- h**-K 0 O-CHp-tflsbfettEn'c (K0 0, Kcontent) £ N y f> y - ^ £ 
#LT&3^ttlB®«#fctettbT5 s ;W;*0, 1,2, 3fcE:flif*l«x 5Vt 
-f*0, 1, 2, 3®^ ^^©xW^^T&^&^W^-K* 

^- v. 

-KOO^l^lgfEnc (K0 0, Kcontent) S> : K 
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content*^ t^mt^^o &:fc\ Enc (Ka, Kb) liKb^KaCi 

£tzs &3BS;&t t^W * 3 : K 0 0 1 1 ,K 0 0 1 , 

frm&s ^tl&ms is^irk (t*^JX0, 1,2, 3©^;i/-7-) T*?£gft2 

y-fMp- : KO 0 l.KO 0,K0,KR*^-ti-en«ffe3&:«IK (t) 
0 0 1, K (t) 00, K (t) 0,K (t) RKMfrU 7^t-f X 0 , 1 , 2fc* 
©M*r*— K (t) aaall, HKaaa<Dt£ft 
(Generation) : t ©MiKf^r— •§ c ££^-f«> 

t^-Hfyns;^ (KRB : Key Renewal Block) J:lf.{^§7D'y^r-^IS 

t^/W^O, 1, 2Hi$&t^ui:t:J:oTllT$ti§„ 
Bl 9 Afc5*-r*-M«r:/n (KRB) fctt N ^ - K^-©H«f<O^S& 

@1 9A©m> 01 Blc^-Ty y-#HB»fHZ>7Vt-f *0, 1, 2fc£^Tx1£ 

El 1 8^e>0je,^^«fc5 (3 N r/H^O, t^W* lfcts Mff^-K^- 
£LTK (t) 00, K (t) 0\ K (t) Rtf&g-e&b^ ^t^^2tt, m 
ms-V^tLXK (t) 001, K (t) 00, K (t) 0, K (t) Rifi 

m 1 9 AOKRBC^^JiS,);^ £KRB£|±&&<Dl§^fb*- As^^ttSo 
ftT&<DB£^-fb*-» N Enc (K 0 0 1 0, K (t ) 0 0 1 ) T££o CJltt 
r/U7 2 0^oiJ«-7^r-K O 0 1 0C«fcoTm^b£ftfcS£ry-b**-K 

(t) ooitfeu, f^w^2H, iaofSoy-^-fcjio-ccoiigHifls 

*-fc«-5U K (t) 0 0 1 ZZtitX-ZZo tt^fc«fc*)*§fcK 
(t) 0 0 Uffl^t, m 1 9 ACDTfrk 2©@®Di^fb^-En c (K (t) 

ooi, k (t) oo) mm; -f*-k (t) oosns 
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Zt&X%% 0 SI 1 9 A©±fr£> 2Jg@©Bf- 5 3-<b*-Enc (K 

(t) oo, k (t) o) Sify-h*^-K (t) 0, mi 9 A©± 

frfc lSS©BMMb*-Enc (K (t) 0, K (t) R>mUK (t) R 

lfi, K^r-KO 0 0fc*H£rf 5#il£^£n 

T:fcS>l\ Mir^-K^-i: it^lftoii, K (t) oo, K (t) o N K 

(t) RT'&3o f;WX0, His 0 1 9 A©±*>*> 3SS©Bt^b3r-E n 
c (K 000, K (t) 00) ^tflK (t) 0 0, £]R*§U WT> 0 1 9 
A©±fr£ 2©g©H£-5ffb*— Enc (K (t) 0 0, K (t) 0) fcm^U 
Wfty-YZ—K (t) 0, HI 9 A©±fr£ lma^Ht^b^-E n c (K 

(t) 0, K (t) R) ^ IK (t) R£f#£, ^©.tdtlbT, :r;W * 
0, 1, 2fctMSrbfc«K (t) R£#3££#T-£3o ft&s il.9AO^f>. 

01 8l:s-ry';-iI©±^o;-^-: K (t) 0,K (t) R®I| 
#^T-&*K - F=ir-K 0 0 ©dCSWAi-M'ej&Si^tlt 019 
B©'3r-M#r y 9 ( K R B : Key Renewal Block) ■&m^Z> Z tXs Hfr^ — 
h**-K (t) 0 0IW^0,1, 2 (Mt^ui:tfft5„ 

01 9 B iZmTK RBIt fl*tf#£©^;i/-:rfc;&^T-#WrS3>5 1 >y 

-&fc«#wsBt?*s. m#mtvx. mi 8 iz^x^-r^jv-r^KD^^u ^ 

o, 1,2, 3^3>5 t >y^-tf©^fljUfe3>-7 l >!y*ll«-r*i:i:*c x 
Bg^bM3Lfc3>x>y*-K (s) content^^r-S^Stfafe^h-r^o £ 

•YX0, 1, 2, 3©&jt©y- K*-K 0 0 &Jg*r U£K (t) 0 0£/8^T 
&il©3>^>y*- : K (s) contents Bf^^bLfc^-^En c (K (t) , 
K (s) content) £01 9 B t^tK R B 1 1 % izMttt 5. zwmftlzk t) N 
xrW*4&£\ ^©ffe©^;l/~7•©^^wi5V^Tli^$tl^V^7 ; -^ It 

<r&fc>^ 1, 2, 3&KRB£fll3ILTf#fcK (t) 0 0 

V^±f3lf^:*:£^-rti« N tm&X<bzi>T>y*-:K (s) contents 
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5 s -f 7*-:K (t ) medium ZZt Z> 0 

3ft*. l»lfe*-Ii^D^ (KRB :Key Renewal Block) 

^-Sfr^Dy^ (KRB) ©fl!L3I£ J; oTff ft^jgir^ — 
h*^-l:J:^tllg^b$iifc3>f>5/^-:K (s) content § ^ *r o 
T^3. 3>^>^^-^gp«. 3>er>ydf- : K (s ) contents <fc o tBt# 
fb£ftfcn>^>y : E n c (K (s) content, C o n t e n t ) tiT 

HuK&bfcid fc.^F— JUJf^n y 7 (KRB) ©&SIlc:<fc oTH$r7 >- 

twtBft ^ >x > y -r s z t ft aim t & * o 
®2 it:, *&mx(D9G®®ffr}iim-e&5ftm2 o 00-10532 

Lfc3>^>y I D = s©n>^>^^-K (s) contents <fc DfllP^fb^tlfc 3 
*JM0Ti:LTx KRB^KO 0 1 0 ^ffl^tHl, =J V=r 
(s) content*^ It, Btfftlfer-^Enc (K (s) conte 
nt, content) £> u > y % X 2 (Dli^^t. 

0, 1, 2, 3a>4o«D£tt#3£ft*i:r<6o 0 2 1 7/HX3#'J;}?- 
*£ftfcftH-??s n>^>y^-K (s) contentfcffiB hBH?I£^ 

x>y*~K (s) contents, ffi»&#fc*&tt$n*£l*S KR B (Key Renewal 

Block) fcm-3^r>ktbzm0mm%misX^%„ 

7*4 7. 2©7t^U^{i N §#£©&#! t)^Tf>ftfcU -7*-- K ooiot, 
^£*>£>*©;i/-h3;T*©#y-K0 0 1,0 0,0,R©y-K*- (**l."tUr W 
KO0 1,K0 0,K0,KR) $.ftTl^*. r;HX2(t 02 1© 
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BUm&lzfem$tiT^Z>KRB<Do*>, >f >xy (index) #0010 ©iff 
^S§^^O'J-7^-K0 0 1 Oft^lX;-H 0 lO^-K^r-K 

(t) 0 0 1 £tf-^U tfa^ti^ffl^T'T >x v $7. (index) ^00 1 ©&£-§• 
*SI#U^-FOO©y-^-K (t) OO^K-fU #£^*i£ffl^T 
^^f^ (index) # 0 0 ©Bg-t^^^-^UT J- h* 0 ©y- K*-K (tj 
Off-gU gm^-eti^fflVNT-Y >xy (index) # 0 ©HfS:4«§ y 
— K R©y — K 3r — K (t) RfcfUlU y-p*-K (t) R£fflu 

Enc (K (t) R, K (s) content) £$?V>T n > y I D = s ©n > 
x>y*-K (s) content 3 „ 

j e©^#Lferr>^r>iy^-K (s) content n ^t 1 > 

mZtifzmmkzi y^yy : Enc (K (s) content, Content) 

^JJfta*sqJj|gh^S 0 ±a©J:3^-5f7D y * (KRB) ©ffllCAof 

$tiTV>s^ic:(±, >T->y©H4ftk:±3ffi(Z)KRBjaasilff 
n & s #$gg§ jc £ V % tmw^mmo n > x > y ©& Y) 

02 1 ©MSIh|5j^lT-$)§^ N *»WK:*V\Ttt N 3>-r>y 

. tea.?'. "fife*;-. 
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:Enc (K0010, K (s) content) fclu El 2 2l:itJ;ats 
R B <D&mm<D&^mm £ £ D b £ 3 > :r > y * - £#fifftffl f 5 fig, $f tz 

^97S 7 0 1 fcfcV^ taSB^BtifBStiflttlBta^nT^-Sn^^ 

> v t - m c 83 m $ n x \,\ % 3 > ^ > v * - mm t - 7* ^ £ n » & » 

fctlfcCS 7 1 0 \zMtSo 

S7 0 3f(t lB»j?££Bfc)\ I3»&fc*>&KRB (Key Renewal Block) £ 
^ffl-f o 7r^7S 7 0 4fc*Wr N IB^H^^Btts y 7 S 7 0 3 TfflS 

#ajufcKRBfc N y fctettuTi^y-7*- (hi 8©T;t^ 
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2t^Tttx KO 0 1 0) Stf^-h'*- (Ml 8©x/W*2£;i3^Tii N 
K0O1.K0O...) m&&£ifiW&. o t LX^Zn >^>y© 

M%m^r : ID (12 2 2 £ 3 t s ) ©KRBKEttSy - h'R©lt. 

(t) rk<};!k 3>x>y^-^ni^{b$tLTJitt$nt:^s^i*^uT^§ 

;v-K*-<fc&Ttt<Z>y-K*-£/B^Tx M$f7-K*-K (t) xx£ 
^©M^fy-K^r-K (t) xxtiD3>f>y^HfflsUx 

Zzrv7S 7 0 5X S IBTOipf,Enc (K (t) R, K (s) content). . 
lT&fc>?>, K (t) RSffi^ta^fVS/^r-K (s) content £ Hf^b b£iil£ 

flt7fs'7S .7.0 BfcfcHTx C<Z>B&-5:fc£K ( t ). R £fl!^T«-^LT 
K (s) content fctt-fl-r So 7fy7S 7 0 7tlt 8B8?£££Btt83$ftft± 

#^oTV^fr£ofr£fitig-r£o 7x^-7s#aoT^ft«s S 7 0 8l;:Stfrx 
X^-X^aot^&ittlit S 7 0 8&Z>*S 7 0 9 0j|IS^^^7LtS 7 
12^ittfo 

*2£:fcVNTfcJ:, K0 0 10) ^^t3>T>^^K (s) contents m^ib 

^fy7S 7 0 9l:^T, S 7 0 8 Tfffrfc L&IHf*:fci: N g HOftBlfliMB £ 
ft* «J-7*-©#^- (U-7#"5) 0 0 10 (Ml SOy'nj 

e>^©Bt^^c^gi^ai-r 0 
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3^&&it&£ft£i2 2 0£^-f d >^>y s -r^fc»*>rj >^>^x — ^ggi: N ft 
3OS701-S 7 0 9©«LS^^f^Oo uOjli7D-S0 2 4^t o . 

&*U3S 8 1 2 fcMtfo 

S 8 0 3T-&, IB»ll£»ttfci\ x KRB (Key Renewal Block) 

l»»ait fl ?fy7S 8 0 4fc^ l3«S^«fil4 x 7ry7S 8 0 3t 

^2miK0 0 10) S^y-h'^r- (01 8©r/H72{:iJ|^K0 0 
l,K0O...) £/BV^ ^>^>y©i&S!I#-!§- : n^^y I D (0 2 2fc:fc 
tt*s) ©KRBfc:j3tt*y-|*R<Z)*U f«lt»*;i/-h^-K (t) RZ^M 

X*y7S8 0 5Tn Bfl^K^&Enc (K (t) R, K (s) content) % 
*&t>%, K (t) R^fflUT3>f>^^K (s) contents Hjt^bbfcffifc 

*bt^r»7S8 0.6t^T, CKDIf^^C^K (t) RfcM^T^bT 

k (s) contents ^ry7S 8 0 7m mun^mmmmmi^± 
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7^-7^1oT^*lttl{^ S 8 0 8^t>*S 8 0 9 (0JHIS^+97U S 8 
1 2 Mtfo 

^fy7S 8 0 8ftt> SH<Z)»^oy-7^r— (fljtKH 1 8-05* 
/H7 2C^tft x K0 0 10) feffi^TDV^Vy^-K (s) contentful 

?r»7S 8 0 9lC^t; S 8 0 8?MLfcHf g#0l&#JM$g£: 
&3x 'J-7^-©ff00 10 (Bl 8 (D'rrtj X 2 <D^^) £ N g3&&ft<Z) 

7-S 8 0 2 fcfc^Tx g b fcHf > ^ > y 

if-^KloiPofel^tit S 8 0 3~S 8 0 9 ^^^^7bt S 8 1 2 

t-ziyT-yy^ TUt>%^ >r>y*-K (s) contents Vg^tiig tiX n > 

{i> 3>x>y0te^£^mcbTV^#, 3>r>>ytt^f,*l:«)@2 
■T<fc9£Bg-^<b£ftTl^ $©T-&!K S 8 0 1 © tu fcn > y f30&ft£t& 

wt&&3>T>yzm%T%mzKnB*m^xn>T>y*-%mwtz>mm 
±M0mmmz£^xit. ^002 2%ft\,\xmwistz&5iz, mAommn 

W^tzfts *^t&Mtejs^xi±s El 2 5 £^1- <fc 5 £ N ffl*0faSB£&grtte 
ia«l¥Sx 1 C^tBfclfa&g 1 0 00^'j 1 8 0£ N n>^>y 
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^ <b*!LS £ % b fe 3 > 7- > y * - * *t jftf* fe D > > ^ 5r - ^*JES 

tfiB&SifegBfcigJi;* tlx »*fls3 >^ y V ZW.^ L-xn&t* 7D-§@2 
6 iZ^to 

^?^S 10 0 1 K&^T, ffiS?l^«BttBS«l#A»&x g##?l£b<fc 
3 bT V> ^ ©ISs 5/!) § > y I D. (Content ID.) (®2 

3ti*0^frif5#§fc5'ra 0 teffl^tiTl^fctttittS 1 0 0 3K*»s fett 
StlT^tlfcf S 10 10 tjttfo — 
S 1 0 0 3 TIM'S 1 0 0 Gommfc, *ti*tlEI2 3OS 7 0 3MS706 

s i o o 7^c^v^T^ tmn&m^±s%®Mm&®<D?>^>y*~m®ir 

*^-.X#&tlfcrs 1 0 0 8lzMfr, ft&tUZS 1 0 0 1 0 0 9®#t3i 

S 1 0 0 8tlt 02 3©S 7 0 8 tmmiz s § £<Z> U-7 *-£ffi^*t n > 
T^y^-SHf^flsf*. S 1 0 0 9 t N ±fi'***fc % »»J«f«*C&*:3>7 i 

Jttt, 

^r^7S 1 0 0 2C^T, 3 >^ > y I D fcftjS bfcflg-^&tf 3 >x > y 
telftx-:7;i/£J|oj&>o:fc®-&l;:fci\ S 1 0 1 O'fcflU^ flB»#££Bft=i 
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2 3 ©s 7 1 i £i5iii£ s @^© y -? *-*m^Tt <DJ&mt*m^t 3 Z. t 

^r-y7S101 2T»fcj\ E2 3 © S 7 1 2 fcEJ«fc % B«&# * £ n > x > 
^T-^SftRftlBU S 1 0 0 10 11 *C»fc3>7 i >y*-*fflv> 

XBt^fti3>7 i >^©«^M^||firbTs ^^r-^^©r2>^>^©¥^7 ; 

>?yy *mm t% mz 3 > r- y y ^r-tett^ - 7Mz b #© y - 7 Bg-t 
ttmn&mmomiiiz wr^ % <t 9 \zt % z t $ wist- & 3 .. 

±k£©#|-£«;3u H^8B«1-Sfei6©7 s -^^^-Jlif7*D^^ (KR 
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02 8A N 0 2 8B©7D-^-^^-h^#B|b-rBteHJ-r?)o 
£1\ ftg&#£©x>f S^HMoa^Vya^ IBMftU;: 13 tit" 

-f% 0 =tj P*)vm^<D=i>T>y y^yy) Mz.lt. ieee 

1 8 0 Uz&^X, XiHiJl/F 1 2 (Hi, ^©^^*.;i/:3>:r>y£g{iu 
^f>y7S 1 8 0 2 £jitf 0 

^t^7S 1 8 0 2tlt AiH* I/F 12 0li, g{f bfc^ 

2 0#gMbfc3>^>y#R£^b2ftTV^^i§'& (^"J^(i, ±x£©D.TCP 

^^ffl-fr-rt^ ¥£©3>^>y# N xth^i/F 1 2 o izmifczntcm&) iz 

it, *<nziy^yy\z^ ntf-wt&T-fcS^J^tis., 

BB^^^gl 0 0#DTCP£MbT^3i£m-?:&:g>£:U DTC 

?iz®iixMm*m?it tt%o DTCPtit n ^-£^1-3 &&© 

n KHBIffltilSifc bT© 2 tn©EMI (Encryption Mode Indicator)**^;* 
ftTV^o EMI #0 OB (B(i, Z(Dm(Dmft 2 mWLXti % Z. £%mT) X& 
2>M£tit. n>^>y#n U-©fc©(Copy-freelyK*&3 C ii^lls E 

MI # 0 1 Bt^Si^tii, n>^>«;^, ^tlJW±©n If-^-TS^ 
§&^$©(No-more-copies)T-&3C£;£^-r o E M I ifi 1 0 B 

m-^ity 3y^yy& s 1 ^fc'tfn \f~ bTH^$©(Copy-one-generationK*& 
3£££iiU EMI#1 1 BX&ZM&lzit, ny^y^ifi, n V-tfMltZ 
hx^Z>t><D(Covy-wver)X$>%Z£%m? 0 

mmn^mmi o ooxmtsi/F 1 2 otM^n^KEMi^j^ 

-€©EMI#. Copy-freely^>Copy-one-generationl!&3 i: 3>^>y 
(i=Hf-qrtgT'2fe^ tmfeZtlZo HLk, EMI#. No-more-copies-^Copy-nev 
ert* $>Z>t%lzit, ny^yyltn tf- mmx & ^ tmfeZ *i3 o 
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£\ Xfy7S 1 8 0 3~S 1 8 0 4^^^5/7lt^ IBllI4H7t5o t£ 

^f97S 1 8 0 3 £it^K WTs ^7S 1 8 0 3~S1804 
fcfc^T* @2AO7ry7S 2 0 2, S 2 0 3 ^^^S^S^^a^^ffiJi^ff 

EMiit xa^i/F 1 2 oc&^tis^ ^^Mt^ic^sn^ 

x>y*:i:<fe£, EM I N .&*v>fcJ\ EM I fcHtHteD v-Mffltf;m*m?mm 
(m £ (is D T C P iz £ ft % embedded CCI & if §3^ £ ti 3 „ 
£©I^U — MfcfcJu Copy-0ne-Generation£^1-{ft$8fci; N ^ft&±©3„£-£ 
ff£&V^-5s No-more-copies fc^t^ttT 13^ £*l 3 o 

^gP^e,©7'^D^«^<D=i>^>iy^, IB^^tcfB^t-S^tc^^Ttts 
H2 7 B(D7D-ft- h^bfe^ofclB^S^firbn^o 0 2 7B©jaSC 
•^Ti&HJ3-fS 0 T^-D^M^-©n>5 i >^ (T^D^V^y) xmtl 
I/F 1 4 0t;i|&$^J:v Affi*I/F 1 4 Ott, X:ry:7S 18 11 fc£ 
l^Ts ^07tD^>f>'yS§«U 7f^S 1 8 1 2£Mfr, §#bfc 

££T*s Xr^7Sl 8 1 2©*|^mSii, #I>U£, AfflTJ I/F 1 4 Ot'f 
v^d hr^3>(Macrovision)fI-i§-S\ C G M S — A (Copy Gener 
ation Management System-Analog)^**^ £ ft 6 fr^S^TfrfrtlSo 
IP*., v^olii?a>if|i N VHSKCtrt'ity h tr-:7fc:l3«-3 
^ AtB7Jl/F 1 4 0T-^IbfcfI^£ 

i-V*-f..«fl,V. 

3t-7'J-0^ffl (Copy-free I y K Ig^ft3e-Ltm^*©( Copy-one-gen 
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erat i on K Xl&zi K-&M±$ tiX\<> Z b ®( Copy-never ) (D*>%<D\,\?tix&% 

C GM S - Aff -5f# N Copy-freely^>Copy-one-generation£^bT^ 
GMS-AI^^ Copy-never^ It^^l^Hli:, t±d >t- > yfcfc N 

$tltzM'&. Xf f7S 1 8 1 3 1 8 1 6 £ X * y a b fiAjl&II^ 

ftoTs 8B»I£#1 9 5 fcffifSSftfcVN. 

tm&^iiftm^> ^fy7S 1 8 1 3 7fy7S 1 8 1 

S 1 8 1 6ic£^Ts i2B©^ryrS 2 2 273MS 2 2 5 KSttS&aifcH 

GMS-Aif^ s IBStt#fctB«<acii3. -J8»Htt, Copy-One-Gen 

eration£^-rt»38fi, -£*t&±©3 £-£fF£ 5 N No-iore-copies«m 
^ftTiB^ftSo ££U isZr&iz&\,\Xffl7U£ rcopy-one-generation©n 
tf— ©Jl^tt^id:^ No^ore-copiest^-fr-rtCBB^-rS # N No-iore-copiesi; b 

£*&3i#fTfcft3o 0 2 8 A<Z)4&gK:-oMTiS0J!-!)-.I>o g«U{C> 7f >y7S 1 9 
OK S 1 9 0 2 t^t> 03A©^ry7S 301, S 3 0 2 CfcffSM 
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yft^mm^mi 5 0 iz&wx'&m&mttttzti. w.^mm&mnztifzn 

/Ul 1 O^bts XtH^JI/F 1 2 0£&|&$ft.5 o 
Affi^I/F 12 0lt ^fy7S 1 9 0 3£:feV^ ft 3 7 s Y 

AifJ^I/F 1 2 O^^^^tl^x^ ^^>»l/n>^>^(cEMI, JfeSUfciu E 

8\ ^©3>^>y& N ^x-P e-Wf&&fc©T-&3i:¥'J££tl£o 

\m* I/F 1 2 (Hctti^;*^^ ^^^>r>^(;EM 
I^©3fc?-»M$#^£ft£:|§-£ N ^ oTn 3>x>^©fB^i3 N DTC 
POH§CUcA?^ts EMI#iBtt£*Xfcii£K:f;j:, ^©EMI (gBfi$ftk 
E M I (Recorded EMI) ) tf s Copy-free lytfe 5 t £ £«u n>x>^(i N 
ae-^tfc&fcO'r&Sfc^SftSo E.MItf, No-more-copiesT-i&S 

-jRKJKilix IB^^tifcEMI^crJtr-^M^^s Copy-one-gene r 
ation^>Copy-neverT?&3 £ £;&&v\ 0 Copy-one-generation© EMI fiflBS&fc: 
No-more-copies«tfe£.tu Copy-never© EMI H|ot^ V9)\zziy=r 

r Copy-one-gene rat ion© 3 tr-g||$tStBti> No-more-copies«&-&-r kifBS-f 
No-more-copies i: LXWlo j &^©;i/-;i/#ifc#>£>tiTO-5:^£-{i\ £© 
HO Xltft^o ' 

*0j£$tifc*£\ 7f«y7S 1 9 0 4t5t# N Xmtll/F 12 0(t ^©x-f 

^fes 7S 1 9 0 3 fc&^Ts 3>?>y# x g-C3K-qrtgfcfc(Z)Tj 

ft^fcJH^^tlfc*^ ^f-;7S 1 9 0 5CJt^ AttS^jI/F 12 0li, 05 
IteU DTCPOlfeftbfeASot, 5 s w ^^l/HV-^Vy £s ^©x>r^# 

- §0 
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ore-copiesT (^b<{i, A £ & ^ T #1 xfcf r Copy-one-genera t 

ioTLOiV-mmmmt, No-more-copies«$i*-<n;:f30-r3fr\ No-more-cop 

#Copy-one-generationT*&£^) £fct N 3>x>yfcfc s ^ti^vn 

C©fc&\ Xffl* I/F 1 2 Ottx DTCPOStttLfciJvvfl^iii: 
©^^ESE^ffiSfcfxV^ *^jESft«E*T«**»^ (ilCT-fi, DTCP© 

•t^»fcffl*-r*«^K:^^TI±> 12 8B©7n-^t-McUfe.#o&S4 
1 9 1 4K^T, 13B0Xry7S 3 2 175MS 3 2 4 id 43 it ZMmt mm 

(DMm&nt)h5o -r*t»t»s ^fl3=r>^>y©ig^fflLs m^mm, mpe 

1^ A^I/F14 0T-§f$tl-5o 
Affl7Jl/F 1 4 0tt v ^r^7S 1 9 1 5»t, *C teflM&Sft* n > 

3>f>«W:, ^^.{Ss DTCP0im:lfei)5ot, EMI 
«©3K-«|p»#^|B»*nfc»^k:tt, Zomm&s Copy-freelyX&£fc£ 

EMI^cne-Wfi^ No-more-copiesT-$.-5^ N ^L<ii, 
^fAfcfiIr\T«|^tf r Copy-one-generation©r/tf-i!|^I^^{i N No-more-c 
ovieslfZ^m^Tizmmt?>i}K No-Eore-copiesi: LXWloj £\,\ 5 )V— )sb 
e>tlTV^T^ *©*#T*CB«*nfcEMI«©=iK~IBiaifi«AiCopy-one-gen 
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^e>t s mz-tt. xm^i/F 1 4 0izmfa$nz>7i-x2>?zi>7->yizcG 
ttbizcGMs- Am^mmzntcM&iztt, ^cgms-am^ c 0 

py-freelyt* D ^3 >ir > y fcfc N glT* 3 tf- t5[iB& & ©T*& 3 
M5££ft3o CGMS-AW N Copy-neverf^S T±D 

ftfc»-&s ^rs>7S19 16 IzMfr, Xi&ti I/F 14 0lt ft 

IP*k Mxli ±M©<i:5fc, IBS$ftfe_EMI^03t:-fB!f«I<fffiAs N No-m 
ore-copiesT'fc&^-& (^b<«u ^X^h\z^xm^\i rcopy-one-generat 
ion©3 tr-jWfflHHWiN No-more-copies£^|&li-? ! l;:fB^-r3#x No-more-cop 

*©ntr-IWfl|l«aA«Copy-one-generation*e»*ai^) fcfcfc, -£ 

ftW±©3 ft&VNo 

£©fc#K AtBTJ I/F 1 4 Olis T^-n^n>^>-;§ N *ft£> fc|jt«x 
v£ D tfi?3 >M-^4\ Copy-never£^GCMS -Affi^^iULTx 
miltZo %tzs mZ\Z* mmZtltzCGMS-Am^ft, Copy-neverT*&£1§ 

F4(t CGMS-Afi-t£Copy-neverl;:^ML^ 7*- D Vzi y=f > y 1 1 $ 

iz s ftmzihjj-rzo 

ft § c i: § B£ Jh f 3 c i: # t$ m t Z> . 
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■^LS I tLxmj&lTZZt'baim-e&Z&s #lfl!©=J >bfi-7-^\ l^y7* 
">x7^ij^t§/D^7A^ Hffl03>ta-^^1 ^y 7" CD 7|)D3> 

^ 2 0 0 5^ROM2 0 0 3Cf^iLtfe<utA 5 '?l§o fc-S^BU 7D 
^7Alj7Dy^-rY^^^ CD-ROM(Compact Disc Read Only Memory), 
M O (Magneto optical )x-r* 7, DVD(Digital Versatile DiscX MMr* X 

ffl ©Aljli^^ b T N 3>£i-*£Mi$T«&££L£ *K LAN (Local Area 
Network), J y t> y h £\<\ o y h 9-7 It, :3 > fcTi-* 

«952 0 0 8fg«U F^TT*^- h'x-f *7 2 0 0 5[:-{>^ p-;t^3£ 

n>tfj.-*fcj: N CPU(Central Processing Unit) 2 0 0 2|filUl^o 
CPU 2 0 0 2 0 0 1 ZfrLX, AttJ7J^ > 7 7 x-* 2 0 1 1 ifi 

SMfcSilTfcD* CPU 2 0 0 2fc* x AfcBTM > 7 7 x-* 2 OlO^Lt, 

!T£«koT, p*^T«7 7^T-aj$£ftSA;W2 0 0 7#SI#£*i 

^^ttJ; !)Jb^#A7J$*i3£: n ^tiCtfe^ots ROM(Read Only Meior 
y)2 0 0 3£tei$£;hT^3 70^A£||fT7r3o 
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fe£VMi N CPU2 0 0 2(i. H—Y i ?4 7>? 2 0 0 5 \ZfaMZhX^% 7U 

mm?§v<i l t^y Yy-zfrt>temzn, mm&2 o o sx&mznx 
9 izmm^tifz v &-^7frnmm#2 o 1 b&£>is#£tj2*iT;\- Fr^^ 

2 0 0 5{;OX F'~jl'c?i}ijfe7u^7 A § N R AM(Random Access Memory) 2 

004 cd- k Lxmn-rz* 

CtifcitK CPU 2 0 0.2tt N J:lbfc7D-ft-K;ifci)Sofeli, 
S^^li±ibfe7D v?M(DMmz& D fTfeftSM^fTS „ It, CPU 
2 0 0 2&, ^©^LS^mSs 0a^.«s Alll^r^7i-72 

0 1 1 LCD(Liquid Crystal Display)^* V—b!$XMl&£ ti% 

ft® 2 0 0 6fre>itijj s $>§V>(i N Mm® 2 0 0 8 ££>J::fcj\ ;\- K . 

* * 2 0 0 5 HESS* 3, 

•*<b/«**fr 5 HI fcwtCPU 1 7 OtfUfT^ 1 

^©V7 r£:t:P^$?a-;V£bTf&m-S£fc*WtB-C&3. 
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-^IUf7Dy^ (KRB) 2:2:%t»«T*«ritfeUx fBSl?l£!s£g#& 3 
T>y*c-zmm7nv? (KRB) il^Klit^i^U fB^S^^tt 
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Mff its ^<h£ntz7-*%m^mmtz^iz%\,^hzm^m*-<DW& 
®%(D*~%m^tz^imm*m\ v§mt^tirz^m^-^mumi^xit:. 
a t % nm. t r z> initio 

3. mm^—yv >)>*& x mtmm^&izmmtstitz;- Y*-tf%.mirz>tz& 
mmn b a ^.m j - f * - & vnt mm^m & * tat* a 
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tzT-*%m^ : ?%tz&\zm^i2n%*7 jT*-x&%z£%&mttzm& 
om.m'm i mmmcommmmmwo 

9. mm^m*—&s fo®mmmmmwt&miz&ft$tiz>*^x&t), mm 

ttz>m$i<Dmmm lmmmommmmmwo 

i o . m^fc$titzT-*%mmtzmmmmmmfc#\,>x, . — 

mmm % m n t %> m ^mm &m & m t . 
i i . ^<hgntzT-*%mmrzmmmmmwiz&^x, 
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tifto A * 3 ti?fg*tL3&g « y - 7 k b fc pg« y y -«ag % aua-r a & y - p 

*-x&y -7 < bb^?nfr%m^xm^nim&*-fem7 : ~-* t 

Lxm&ztizz—fu yt<D'iM.^mm*n'i7Lx. %mb$nrz7 : -*%&^ 
mm?zmzk^t>tiz&-%m*--%&mt% 
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^it^ntz^-^^m^mmt^mzm^^n^w.^m^.-omtiimm^m 
tuiBnaj Ltzm^m*- iz ft bx, mmmmmmmwm%(D*--%m^fz\%-% 

^ih^ntzm^m^-^mum^^mmmmmm^m^mmmmiz^m 
1 6. tutBt«Ms^gii^0^-(i, mm&mmmmmmm%® v-7*-x 

f ti * £ ^ ts * - iz J: o r ft £ ti X % D N 
* - £ 3? ail" 3 MS T* & § 
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is. mmmmmmw®m®*-itm^r^{b2titzm®'<M.^m*-&, m 

i9. m$^mmmmmm^(D^-^m^x^<t^tirzmtm^m^-^, m 
mmi smmmoMmmmfi&o 

22. mii&*§m*~its mmimmmzmt) ^T&tifc*-^& *k vgmtz 
^©^ffin i 5mMM<Dmmmm%&o 

HBBt-^Yb $ tlfe t 1 - * £ § £ & ffl V^ £> ft § V * # - * - T- & S Z £ % ft 

-Kl3@^©y-K^-^^ Ms ^^g^ CDU _ 7if _j :t ^ b ^ 
Mi3t»3g^3^fit&^£ftT^3iiug3y-- K*— x& y-7*-©/J>& < £: 
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^titz^-^^mmt^mmmmmmiz^xmm^ii^mmmm^miz^x. 
imm^it^mmmmm^mmmmiz^m^tirz^-^)i^m^^ 
mm^ib^Htz^-^om.^mmizm^^n^u^^^-mm^tixu?> 

fe®mzfe®$titz^4bi$ntzW.^m*-®&^mm%mfiLx, mmtzn 
tz 9- * fcrn^a-r s m\zm w e, ti zw.^m % n m u 

u^%*-#mmt?iitiiip-3tzMi!iiz^ mmmmmmmwizu^ztix\<\z> 
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Remark on Protest □ The additional search fees were accompanied by the applicant's protest 
^ No protest accompanied the payment of additional search fees. 
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